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W e lcom e ....
Today th e  data ce nte r is  e volving, th e re  are  
num e rous  e m e rging te ch nologie s , e ndle s s  
blogs , e ditorials  and oth e r com m e ntary on 
s om e  form  of [INSERT YOUR FAVORITE] 
com puting te ch nology. W h ile  th e  te rm inology 
is  ofte n alie n, th e  unde rlaying te ch nology is  
ve ry fam iliar to e ve ry IT profe s s ional. Th os e  
fam iliar te ch nologie s  are  th e  building block s  
for th e  ne xt ge ne ration data ce nte r. W h e th e r 
its  Unifie d Com puting, Cloud Com puting, 
Utility Com puting or Grid Com puting th at is  
th e  flavor of th e  m onth , th os e  building block s  
are  unlik e ly to fundam e ntally ch ange . Each  of 
th e s e  com puting m ode ls  ne e ds  s torage , 
ne tw ork ing, com pute  and virtualiz ation 
te ch nologie s . H ow  th os e  te ch nologie s  are  
inte grate d toge th e r, de ploye d and m anage d 
m ay ch ange , but th e  core  te ch nologie s  
th e m s e lve s  are  s till ne e de d.

Th is  publication focus e s  on th os e  core  
te ch nologie s , th e  ope n s ource  proje cts  th at 
provide  and augm e nt th e m , and th e  uniq ue  
w ays  to le ve rage  th os e  te ch nologie s  in your 
production e nvironm e nt. Th e  public cloud 
s e rvice s  th at are  available  today are  built on 
top of ope n s ource  te ch nologie s , innovative  
proje cts  s uch  as  Eucalyptus  and KVM are  
e nabling th e  private  cloud, and oth e r ne xt-
ge ne ration data ce nte r s olutions . Each  m onth  
th is  publication w ill tak e  an in-de pth  look  at 
Virtualiz ation, Storage , Com pute  / 
Applications , and Ne tw ork ing te ch nologie s  in 
de dicate d colum ns . In addition to th e s e  
colum ns , a m onth ly fe ature  article  w ill e xplore  
and e xplain a re late d e m e rging te ch nology. 

Th is  publication is  targe te d at Inform ation 
Te ch nology profe s s ionals . If you are  curre ntly 
(or plan to be ) involve d in Bus ine s s  / 
Ente rpris e  grade  Inform ation Te ch nology 
s olutions , th e n th is  publication is  for you. 
W h e th e r you are  th e  te ch nical le ad at a 
s tartup, s ys te m  adm inis trator at an 
e s tablis h e d bus ine s s  or th e  CIO re s pons ible  
for a m ulti-m illion dollar budge t, th is  
publication is  de s igne d to s ave  you tim e  by 

providing focus e d and factual te ch nical 
inform ation on ope n s ource  s olutions .

In th is  inaugural is s ue , th e  Virtualiz ation 
colum n tak e s  a look  at KVM, th e  Linux 
H ype rvis or th at for m any is  th e  e m e rging de -
facto virtualiz ation platform . Th is  m onth s  
s torage  article  introduce s  iSCSI and e xam ine s  
th e  ne ce s s ary s te ps  to ge t it running in Linux. 
Th e  com pute  colum n e xam ine s  Puppe t, an 
ope n s ource  proje ct de s igne d to facilitate  
configuration m anage m e nt on large  num be rs  
of s e rve rs , w h e th e r ph ys ical or virtual. 
Follow ing s e ve ral inte re s ting conve rs ations  
w ith  a num be r of te ch nical traine rs , it is  cle ar 
th at a large  num be r of IT profe s s ionals  
re s pons ible  for s m all and m e dium  s iz e d 
bus ine s s  ne tw ork s  are  unaw are  of 
fundam e ntal IP data ne tw ork  conce pts . Th e  
ne tw ork ing colum n look s  at s e ve ral be s t 
practice s  w h e n de ploying bas ic IP data 
ne tw ork s  to lay th e  foundation for tom orrow s  
large r corporate  ne tw ork s .

Th e  fe ature  article  th is  m onth  tak e s  a h igh  
le ve l look  at h ype rvis or and cloud 
te ch nologie s . W h at e xactly is  a cloud, do you 
ne e d a private  or public cloud, w h at are  th e  
be ne fits  and h ow  do th e s e  te ch nologie s  tie  in 
w ith  te ch nologie s  s uch  as  Unifie d Com puting, 
are  jus t s om e  of th e  q ue s tions  w e  try to 
ans w e r. 

Curious  as  to w h y "xfce " is  on th e  cove r? 
Each  m onth  th e  cove r w ill re fle ct a code  w ord, 
not only to h igh ligh t a s pe cific proje ct but als o 
as  a com pe tition. Th e  firs t th re e  s ubs cribe rs  to 
e m ail bus w e llj@ ope ns ourc3.org w ith  th e  code  
w ord in th e  s ubje ct line  w ill w in an e xclus ive  
ope ns ourc3 t-s h irt. Ple as e  include  your nam e , 
m ailing addre s s  and de s ire d t-s h irt s iz e  in th e  
body of th e  e m ail. W ith  or w ith out a fre e  t-s h irt 
w e  e ncourage  you to ch e ck  out th is  m onth s  
proje ct at h ttp://w w w .xfce .org. Xfce  is  a fas t 
and ligh tw e igh t de s k top e nvironm e nt for a 
range  of *NIX s ys te m s .

http://www.xfce.org
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H ype rvis or and Cloud Te ch nologie s
Exam ining th e  e m e rging te ch nologie s  be h ind th e  m ys te rious  

h ype  of ne xt-ge ne ration data ce nte r te ch nologie s ..

by Joh n Bus w e ll

Ch ange  is  com ing to th e  data ce nte r in th e  
form  of Virtualiz ation, Unifie d Com puting and 
Cloud Com puting te ch nologie s . One  of th e  
bigge s t proble m s  w ith  e m e rging te ch nologie s  
th ough  is  th at th e y are  a "gre y are a", not 
cle arly de fine d and ofte n e nding up w ith  
doz e ns  of inte rpre tations  from  diffe re nt partie s  
inte re s te d in s h aping th e s e  ne w  te ch nologie s  
to th e ir be ne fit. Eve n cle arly de fine d s olutions  
s uch  as  th e  H ype rvis or are  s till in a s tate  of 
flux. As  w ith  all te ch nologie s , m os t us e rs  w ill 
e nd up w ith  a h ybrid s olution, tak ing th e  be s t 
com pone nts  and adapting th e m  to individual 
bus ine s s  ne e ds . Ope n s ource  is  driving 
innovation in th is  are a, and is  be s t s uite d to 
provide  th e  com pone nts  for building th e  ne xt 
ge ne ration data ce nte r. Th is  article  look s  at 
th e  H ype rvis or, th e  core  te ch nology re q uire d 

for Virtualiz ation. It th e n goe s  on to look  at 
Cloud and Unifie d com puting, both  e m e rging 
te ch nologie s  th at e nable  th e s e  s olutions  as  
w e ll as  s om e  of th e  ch alle nge s  th at s till ne e d 
to be  s olve d.

W h at is  Virtualization?
Be fore  look ing at th e  H ype rvis or, it is  
im portant to unde rs tand e xactly w h at 
Virtualiz ation is  and w h y it is  im portant. 
Virtualiz ation is  th e  e m ulation of com pute r 
h ardw are  to cre ate  a Virtual Com pute r (or 
Virtual Mach ine ) th at you can run an ope rating 
s ys te m  on. To th e  us e r, a Virtual Com pute r 
look s  no diffe re nt th an a ph ys ical one . Th e  
tw o prim ary m e th ods  of Virtualiz ation are  full 
s oftw are  e m ulation and h ardw are  as s is te d 
virtualiz ation. Th e  QEMU proje ct is  a good 
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e xam ple  of full s oftw are  e m ulation. Th at 
proje ct can e m ulate  diffe re nt m icroproce s s ors  
in s oftw are , and provide  a s e t of virtual de vice  
m ode ls  th at e s s e ntially trick  th e  ope rating 
s ys te m  into th ink ing th at it is  running native ly 
on h ardw are . One  of th e  k e y proble m s  w ith  
e m ulators  is  th at th e re  can be  a s te e p 
pe rform ance  h it, de pe nding on th e  
application. 

H ardw are  as s is te d virtualiz ation is  w h e re  th e  
m icroproce s s or its e lf h as  th e  capability to 
s upport building a h ype rvis or and providing 
is olation be tw e e n Virtual Mach ine s  running on 
th at s ys te m . Th e  k e y be ne fit th is  type  of 
te ch nology h as  is  pe rform ance , as  th e  
s oftw are  its e lf h as  le s s  to do. One  th ing to 
note  is  th at h ardw are  as s is te d virtualiz ation is  
not e m ulation, s o trying to run a Pow e rPC 
ope rating s ys te m  on x86 h ardw are  w ould not 
us ually be  pos s ible  w ith  h ardw are  as s is te d 
virtualiz ation.

W h y Virtualization?
So at firs t glance  th is  te ch nology s e e m s  to 
add a lot of com ple xity to th e  norm al s e rve r 
e nvironm e nt, w h y do it? Th e  k e y be ne fit to 
Virtualiz ation is  s e rve r cons olidation th rough  
m ore  e fficie nt us e  of th e  s ys te m  re s ource s . 
Many IT de ploym e nts  h ave  unde r utiliz e d 
s e rve rs , m ach ine s  th at h ave  a s pe cific 
im portant tas k  but are  ofte n idle . Tak e  for 
e xam ple  four s e rve rs  th at ne e d to run on 
s e parate  ope rating s ys te m s  but ave rage  a 
10%  h ardw are  utiliz ation rate , w ith  burs ts  
ne ve r e xce e ding 20% . At a m inim um , th e s e  
four s e rve rs  can be  cons olidate d onto a s ingle  
s e rve r. Now  th at s e rve r w ill ave rage  a 40%  
h ardw are  utiliz ation rate , w ith  burs ts  up to 
80% . To th e  us e r, noth ing h as  ch ange d, but in 
th e  data ce nte r, th re e  s e rve rs  h ave  be e n fre e d 
up. W ith  data ce nte r re al e s tate  at a pre m ium , 
and out of control pow e r / h vac re q uire m e nts , 
th e  ability to le ve rage  h ardw are  in th is  m anne r 

is  critical. Th is  is  a ve ry s im plis tic look  at 
cons olidation, a prope r audit and le ve raging 
s m alle r num be rs  of m ore  pow e rful s e rve rs  
can re duce  rack s  of s e rve rs  dow n to a s ingle  
rack . Virtualiz ation is  all about m axim iz ing th e  
e fficie nt us e  of re s ource s , and th e  H ype rvis or 
is  th e  te ch nology th at e nable s  it. 

W h at is  a H ype rvis or?
Th e  H ype rvis or is  a s oftw are  / h ardw are  
s olution th at e nable s  Virtualiz ation. It is  
s om e tim e s  re fe rre d to as  a Virtual Mach ine  
Monitor or VMM. Th e  H ype rvis or can be  
cate goriz e d into one  of tw o type s . A Type  1 
H ype rvis or or bare -m e tal H ype rvis or, is  one  
th at runs  dire ctly on th e  h ardw are  w ith out 
ne e ding any s pe cific h os t ope rating s ys te m . A 
Type  2 H ype rvis or doe s  not inte rface  dire ctly 
w ith  th e  h ardw are , ins te ad it ne e ds  a h os t 
ope rating s ys te m . A good e xam ple  of a Type  2 
H ype rvis or is  VMw are  Fus ion and Paralle ls  for 
th e  MacOS X platform . Th e s e  H ype rvis or 
s olutions  s it on top of MacOS X and m ak e  it 
pos s ible  to run Linux, BSD and W indow s  
ope rating s ys te m s  on Virtual Mach ine s . A 
production e nvironm e nt, e s pe cially one  th at is  
s upport a h igh e r le ve l Unifie d Com puting or 
Cloud Com puting s olution, w ill ne e d to run a 
Type  1 H ype rvis or te ch nology.

Clie nt H ype rvis ors  and Virtual De s k top 
Infras tructure  (VDI)
H aving re aliz e d th e  be ne fits  of virtualiz ation in 
s e rve r e nvironm e nts , VDI and th e  Clie nt 
H ype rvis or are  te ch nologie s  th at look  to 
provide  s im ilar be ne fits  to th e  De s k top. VDI is  
a h os te d s olution w h e re  th e  de s k top runs  on a 
s e rve r and is  acce s s e d via a re m ote  de s k top 
s olution s uch  as  RDP or VNC. Th e  advantage  
of VDI is  th at th e  us e r h as  th e  re s ource s  
available  to th e m  w h e n th e y ne e d to run a 
re s ource  inte ns ive  application. Ofte n 
upgrading of re s ource  inte ns ive  applications  is  
de laye d as  it re q uire s  th e  re place m e nt of 
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de s k top com pute rs , as  ne w e r ve rs ions  are  
m ore  re s ource  inte ns ive . In a VDI 
e nvironm e nt, th is  is  not ne ce s s ary, e nabling a 
bus ine s s  to e xte nd PC re fre s h  cycle s  by 
s e ve ral ye ars . Th e  proble m  w ith  a VDI 
e nvironm e nt is  th at it is  h os te d, th is  is  w h e re  
th e  Clie nt H ype rvis or te ch nology s te ps  in to 
e nable  th e  us e r to bring th e ir h os te d VDI 
e nvironm e nt w ith  th e m , e ve n w h e n th e y are  
off-line . W h ile  th e re  is  little  diffe re nce  be tw e e n 
a Clie nt H ype rvis or and a Type  1 H ype rvis or, 
it brings  ne w  m anage m e nt ch alle nge s  to th e  
table .

Ope n Source  H ype rvis ors
Th e re  are  tw o core  Ope n Source  H ype rvis or 
te ch nologie s  available  today. Th e s e  are  Xe n 
and Ke rne l-bas e d Virtual Mach ine  (KVM). 
Both  s olutions  are  h ardw are  as s is te d 
virtualiz ation te ch nologie s , re q uiring Inte l or 
AMD virtualiz ation e xte ns ions  to e xis t on th e  
proce s s or. To de te rm ine  if th e  proce s s or is  
capable  of s upporting th e s e  s olutions  look  at 
th e  output of /proc/cpuinfo. On AMD platform s  
th e  e xte ns ion is  calle d s vm , and vm x on Inte l 
platform s . Th e re  is  an ope n s ource  proje ct 
calle d k q e m u, part of th e  Qe m u proje ct th at 
provide s  x86 and x86-64 acce le rate d 
virtualiz ation s upport for platform s  th at do not 
s upport th e s e  Inte l / AMD h ardw are  
virtualiz ation e xte ns ions . Th is  m ak e s  it 
pos s ible  to cre ate  Type  1 H ype rvis ors  from  
h ardw are  th at w ould not norm ally s upport 
s uch  capabilitie s . KVM is  rapidly tak ing ove r 
from  Xe n, prim arily due  to its  fle xibility and th e  
fact th at KVM tre ats  virtual gue s ts  as  
proce s s e s  w h ich  can th e n be  m anage d us ing 
traditional m e ch anis m s  w ith in Linux. Xe n is  far 
from  de ad th ough , Xe n h as  a m uch  large r 
com m unity and m any production 
de ploym e nts , it als o h as  a m uch  rich e r s uite  of 
s upport applications , alth ough  m any are  be ing 
porte d to w ork  w ith  KVM. Many com panie s , 
including Re d H at h ave  indicate d th at KVM is  

th e  future  of Virtualiz ation in Linux.

W h at is  Cloud Com puting?
Cloud com puting is  an e volving te ch nology, 
w h ich  is  w h y it is  ofte n difficult to pinpoint a 
s pe cific de finition of th e  te ch nology. Cloud 
com puting today is  th e  le as ing of 
infras tructure , typically in an autom ate d 
m anne r us ing a w e b bas e d inte rface . Cloud 
com puting e lim inate s  th e  ne e d for IT s taff to 
m anage  h ardw are  dire ctly, ins te ad th e y can 
s e le ct w h at th e y ne e d, ch oos e  th e  de s ire d 
s ys te m  im age  and h ave  ins tant acce s s  to th e  
re s ource s . Cloud com puting is  a m e te re d 
te ch nology, w h ich  is  w h y its  ofte n re fe rre d to 
as  be ing s im ilar to Utility Com puting. Its  
m e te re d in th at th e  us e r pays  for th e  tim e  and 
am ount of re s ource s  th e y us e  ove r th at tim e . 
It is  particularly us e ful for burs ting, w h e re  th e  
us e r m ay ne e d a large  am ount of re s ource s  
for a re lative ly s h ort pe riod of tim e . Th e  cos ts  
are  s ignificantly le s s  th an th e  cos t to m aintain 
th e  ph ys ical h ardw are  in-h ous e . 

Ins tance s  th at run in th e  cloud, are  
provis ione d virtual m ach ine s . W h e re  in th e  
cloud th e y are  running is  not im portant, th e  
unde rlaying arch ite cture  of th e  cloud e ns ure s  
th at s ys te m  and ne tw ork  s e curity is  
m aintaine d. Th e  ins tance  in th e  cloud can be  
any gue s t ope rating s ys te m , s olutions  s uch  as  
Am az on EC2 offe r a w ide  range  of im age s  
w ith  pre -configure d s olutions  s uch  as  Apach e  
and MySQL alre ady ins talle d, m ak ing it q uick  
and e as y to de ploy s e rvice s . Each  ins tance  is  
gove rne d by a Se rvice  Le ve l Agre e m e nt or 
SLA. Th is  s e ts  th e  param e te rs  of w h at 
re s ource s  are  available  to you in th e  cloud. As  
you ne e d m ore  re s ource s , you provis ion m ore  
ins tance s  or upgrade  th e  SLA on an e xis ting 
ins tance . 

W h at th e  Cloud offe rs ...
Th e  curre nt cloud com puting s olutions  de live r 



value  to th e  us e r. Th e  us e r can q uick ly de ploy 
applications  and s e rvice s , e lim inate  th e  ne e d 
to procure  and m anage  h ardw are , pay for only 
w h at th e y cons um e  and th e  ability to s cale  up 
and dow n on de m and. Th e  cloud offe rs  
ins tant de live ry, th e  us e r can provide  
applications  anyw h e re  at anytim e . Th e  us e r 
no longe r h as  to w ait for h ardw are  re q ue s ts  to 
be  approve d, h ardw are  to be  acq uire d and 
s ys te m s  to be  s e tup. Im portant IT proje cts  can 
be  de ve lope d and te s te d in th e  cloud and th e n 
brough t in-h ous e  or run in production on a 
public cloud. It e nable s  s olutions  to be  te s te d 
and de ve lope d w ith out h aving to m ak e  any up 
front inve s tm e nt in h ardw are . Ultim ate ly th e  
cloud provide s  gre ate r CAPEX and OPEX 
e fficie ncy by utiliz ing a s h are d infras tructure  
th rough out th e  bus ine s s . In bus y IT 
e nvironm e nts , th e re  is  a te nde ncy to "fire  and 
forge t" s e rve rs . Once  a ph ys ical s e rve r is  
rolle d out, its  ofte n forgotte n about until it 
be com e s  a proble m . Th e  cloud offe rs  a 
gre ate r ins igh t into th e  actual utiliz ation of 
re s ource s  and provide s  an im m e diate  audit 
trail for th e  infras tructure . Th e  ve ry im age  
bas e d nature  of th e  cloud m ak e s  it pos s ible  to 
re de ploy re s ource s  ins tantly rath e r th an 
h aving to go th rough  th e  proce s s  of 
de com m is s ioning and re de ploying ph ys ical 
s e rve r ope rating s ys te m s . Th e  cloud re s ults  in 
an agile  IT de partm e nt.

Ch alle nge s  facing th e  Cloud...
Th e re  are  a num be r of ch alle nge s  facing th e  
cloud. A k e y factor is  trus t. In an Ente rpris e  IT 
e nvironm e nt, th e  s ys te m  adm inis trators  are  in 
full control of th e  unde rlaying ne tw ork  and 
s e rve r arch ite cture . For th e  public cloud 
provide rs , it is  critical to build trus t and for th e  
private  cloud, th e  IT de partm e nt ne e ds  to 
be com e  com fortable  w ith  th e  ne w  te ch nology. 
Th e  ch alle nge  of trus t is  s om e th ing th at w ill 
fade  ove r tim e , as  IT de partm e nts  s tart to 
dabble  w ith  th e  cloud, low e r tie r s e rvice s  

w h ich  are  le s s  im portant w ill be  m igrate d off to 
th e  cloud, and as  th e  advantage s  be com e  
appare nt, IT m anage rs  w ill e m brace  th e  cloud 
m ore  aggre s s ive ly, s im ilar to h ow  m any IT 
m anage rs  are  tak ing m ore  aggre s s ive  
virtualiz ation s trate gie s  today. 

Som e th ing th at goe s  h and in h and w ith  trus t, 
is  th e  curre nt w e ak  SLA offe rings  in th e  cloud. 
In orde r for critical s e rvice s  to be  place d in th e  
cloud, IT m anage rs  w ill ne e d m ore  
as s urance s  and accountability from  th e  cloud 
provide rs . As  th e  te ch nology m ature s , th e  
cloud provide rs  w ill be  able  to offe r s tronge r 
SLAs  w h ich  w ill e ncourage  fas te r cloud 
adoption. 

Probably th e  tw o m os t im portant and m os t 
difficult ch alle nge s  to ove rcom e  are  le s s  
te ch nical and m ore  political. Th e  cloud 
ch alle nge s  th e  s tatus  q uo of corporate  
gove rnance  policie s , in m any cas e s  th e  e ntire  
conce pt of infras tructure  as  a s e rvice  (IaaS) 
flie s  in th e  face  of w e ll e s tablis h e d corporate  
gove rnance  policie s . Th os e  policie s  w ill 
ultim ate ly ne e d to e volve  w ith  th e  te ch nology, 
but th e y are  ofte n m uch  m ore  difficult and 
m uch  s low e r to adapt. Th e  ch alle nge  of 
e nabling s e cure  data m obility be tw e e n th e  
e xis ting e nte rpris e  infras tructure  and th e  
le as e d IaaS in th e  cloud w ill ne e d to be  
addre s s e d in an acce ptable  m anne r, in orde r 
for th os e  policie s  to ch ange . Both  aggre s s ive  
SLAs  from  public cloud provide rs  and ne w  
te ch nologie s  th at bridge  th e  Ente rpris e  
infras tructure  w ith  th e  Cloud in a s e cure  
m anne r, s h ould e nable  th e  policie s  to be  
m aintaine d in th e  cloud th at w ill be  critical for 
s e rious  adoption of Cloud com puting. 

Th e  Cloud is  Ope n Source ...
All of th e  m ajor e arly cloud provide rs  today 
are  built on Ope n Source  te ch nologie s . 
W h e th e r its  Am az on's  EC2 or Google 's  
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AppEngine , th e s e  m ajor conte nde rs  in th e  
cloud s pace  are  pow e re d by ope n s ource . Th e  
h igh  availability re q uire m e nts  of m is s ion 
critical IT de ploym e nts  w ill re q uire  th at 
s e rvice s  th at run on one  cloud can e as ily be  
trans itione d to run on anoth e r. Th is  is  done  
m os t e ffe ctive ly th rough  Ope n APIs  and ope n 
s ource  te ch nologie s . Th is  is  alre ady appare nt 
today, w ith  proje cts  s uch  as  Eucalyptus  
offe ring com patibility w ith  Am az on AW S, both  
Xe n and KVM h ype rvis or te ch nologie s  and th e  
ability to de ve lop on a private  cloud be fore  
de ploym e nt. As  m ore  playe rs  e nte r th e  
m ark e t, th e y w ill offe r th e ir ow n e xte ns ions  
and innovations , w h ile  ne e ding to m aintain 
com patibility w ith  th e  m ajor playe rs  to e nable  
e as y m igration from  or inte gration w ith  oth e r 
cloud provide rs . Initially th is  m aybe  m anage d 
th rough  th ird party de vice s  bridging be tw e e n 
th e  Ente rpris e  and public cloud s e rvice s . Ove r 
tim e  te ch nology and bus ine s s  w ill force  a 
de gre e  of cons olidation as  th e  te ch nology 
m ature s . Ope n s ource  platform s  are  w e ll 
k now n for m axim iz ing th e  re s ource s  available  
to th e  s ys te m  and as  s uch  th e y are  pe rfe ct for 
cos t s avings  be ne fits  in th e  cloud. W h ile  th e re  
are  s om e  optim iz ations  th at w ill ne e d to be  
done , as  th e  te ch nology e volve s , us e rs  s h ould 
e xpe ct to s e e  optim iz ations  to both  ope rating 
s ys te m s  and applications  th at re duce  w as te , 
s im ilar to th e  w ay e le ctricity is  s ave d th rough  
Ene rgy Star appliance s  and e ne rgy e fficie nt 
ligh ting. Ope n s ource  is  w e ll s uite d to s e e ing 
innovations  in th is  are a, as  e nd-us e rs  and 
de ve lope rs  look  for w ays  to optim iz e  and 
re duce  w as te  to s ave  m one y in th e  cloud.

Unifie d Com puting - bridge  to th e  clouds
Unifie d Com puting is  th e  conve rge nce  of 
Virtualiz ation, Ne tw ork ing, Com pute  and 
Storage  te ch nologie s  into a s ingle  s e am le s s  
s ys te m . Ins te ad of th e s e  com pone nts  be ing 
m anage d s e parate ly, in a Unifie d Com puting 
s olution, th e y are  m anage d as  a s ingle  

s ys te m . By inte grating th e s e  te ch nologie s  into 
a s ingle  s ys te m , its  pos s ible  to s im plify th e  
provis ioning and m anage m e nt of IT 
re s ource s , w h ile  m aintaining tigh t control and 
e nforce m e nt of policie s  e nd to e nd. H aving 
th e s e  com pone nts  tie d toge th e r e nable s  a 
w ide  range  of innovative  ne w  fe ature s  to 
furth e r le ve rage  virtualiz ation by auto-
provis ioning of s e rvice s  both  locally and in th e  
cloud. Unifie d Com puting, w h ile  a ne w  and 
e m e rging te ch nology is  an im portant bridge  
be tw e e n th e  Ente rpris e  and th e  public Cloud. 
Unifie d Com puting brings  th e  Ente rpris e  
e nvironm e nt clos e r to th e  cloud e nvironm e nt 
w ith out th e  cos t or dis ruptive  ch ange  of 
s w itch ing to a private  cloud e nvironm e nt. W ith  
a Unifie d Com puting s olution running in th e  
data ce nte r, it is  a lot e as ie r for th e  IT 
de partm e nt to le ve rage  th e  public cloud, 
s e rvice s  and im age s  trans ition e as ily be tw e e n 
th e  tw o. Unifie d Com puting platform s  th at 
inte grate  th e  public cloud APIs  can auto-
provis ion ins tance s  but at th e  s am e  tim e  auto-
provis ion local s e rvice s  s uch  as  VPN and 
re q uire d policie s  to s e cure ly e nforce  corporate  
gove rnance  policie s  in th e  cloud. Th e  s olution 
als o e as e s  th e  m obility of data be tw e e n th e  
Ente rpris e  and th e  public cloud, w h ile  
m aintaining policie s  on th at data. For 
e xam ple , VLAN, Ne tw ork  Acce s s  Control and 
File  Sys te m  Encryption policie s  can be  
e xte nde d to th e  ins tance s  running th e  cloud 
by auto-provis ioning th e  ne ce s s ary s e rvice s  
on both  e nds . Going forw ard, Unifie d 
Com puting is  a critical bridge  be tw e e n 
traditional data ce nte rs  and th e  public cloud.

Ultim ate ly a H ybrid Strate gy
Th e  cloud w ill ce rtainly not re place  th e  data 
ce nte r anytim e  s oon. Ultim ate ly, th e re  w ill be  
a h ybrid s olution w h e re  th e  data ce nte r of 
tom orrow  is  an e fficie nt and s m alle r ve rs ion of 
data ce nte rs  today. Utiliz ing virtualiz ation 
te ch nology to e ffe ctive ly cons olidate  s e rve rs  
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and le ve raging public clouds  to h andle  on-
de m and infras tructure  ne e ds  as  a s e rvice . 
Unifie d com puting w ill provide  th e  inte rface  
be tw e e n th e  e fficie nt local data ce nte r and 
num e rous  public cloud s e rvice s , e nforcing 
corporate  policie s  and m aintaining th e  
inte grity of data as  it m ove s  be tw e e n th e  cloud 
and th e  on-pre m is e  ne tw ork . 

Ope n Source  Te ch nologie s  to w atch
Th e re  are  a num be r of k e y te ch nologie s  to 
k e e p track  of in th is  s pace . Th e  KVM 
h ype rvis or proje ct, libvirt, Cobble r, th incrus t, 
Condor, Eucalyptus , oVirt and our KaOS 
proje ct. Th e  libvirt proje ct is  an API and laye r 
to inte ract w ith  th e  KVM h ype rvis or, it is  
w ritte n in C w ith  w rappe rs  for m any 
language s , including Pyth on. Th e  cobble r and 
th incrus t proje cts  look  to m ak e  cre ation and 

provis ioning of virtual s e rve rs  e as ie r, w h ile  
oVirt provide s  a w e b bas e d m anage m e nt 
inte rface  for virtual m ach ine s . Th e  Eucalyptus  
proje ct provide s  an ope n s ource  Cloud 
com puting s olution w h ich  is  com patible  w ith  
Am az on. Th e  condor proje ct provide s  a grid 
s ch e dule r and ope ns  th e  pos s ibilitie s  for 
s olutions  s uch  as  cloud aggre gation. Th e  
KaOS proje ct is  an ope n s ource  proje ct th at 
Carbon Mountain w ill be  launch ing in Augus t 
th at provide s  a unive rs al ligh tw e igh t 
H ype rvis or / Virtual Se rve r platform  bas e d on 
KVM, de s igne d to m ak e  it e as ie r to cre ate  and 
de ploy virtual s e rve rs , and s olve s  m any of th e  
is s ue s  re late d to trying to s h oe -h orn traditional 
ope rating s ys te m s  into th e  virtualiz e d 
e nvironm e nt.
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Ins ide  Ke rne l-bas e d Virtual Mach ine
KVM is  a k e rne l m odule  th at trans form s  Linux into a 

H ype rvis or.

by Joh n Bus w e ll

Ke rne l-bas e d Virtual Mach ine , or KVM for 
s h ort is  a re lative ly ne w  te ch nology e m be dde d 
into th e  Linux k e rne l th at conve rts  Linux into a 
H ype rvis or. KVM is  loade d as  a m odule  e ith e r 
us ing k vm -inte l or k vm -am d, de pe nding on th e  
h ardw are  platform  you are  running. KVM 
re q uire s  h ardw are  virtualiz ation e xte ns ions  to 
e xis t on th e  proce s s or. Th e s e  are  tagge d as  
e ith e r s vm  (am d) or vm x (inte l) in 
/proc/cpuinfo. KVM is  e xtre m e ly e as y to s e tup, 
as ide  from  a couple  of Ke rne l options , it ne e ds  
a k vm -e nable d ve rs ion of Qe m u and w ith in a 
fe w  m inute s  you w ill h ave  a Linux H ype rvis or.

W h at can KVM do?
KVM offe rs  a com pe titive  fe ature  s e t including 
th e  ability to ove rcom m it CPU and m e m ory, 
h igh  pe rform ance  i/o, h ot-plugging capabilitie s  
on cpu, block , NIC and PCI bas e d de vice s , 
m ulti-proce s s or gue s ts , live  m igration, along 
w ith  advance d fe ature s  s uch  as  NUMA 
s upport, Pow e r Manage m e nt and Page  
s h aring. Com bine d w ith  th e  alre ady 
com pre h e ns ive  fe ature -s e t in th e  Linux k e rne l 
its e lf, from  s ch e dule r to h ardw are  s upport, 
KVM rapidly s tarts  to look  lik e  a ve ry fle xible  
and pow e rful H ype rvis or s olution.

Quick  Start
Th e re  are  a num be r of pre re q uis ite s  th at ne e d 
to be  ins talle d on your s ys te m . In De bian, 
th e s e  can be  ins talle d w ith  th e  follow ing 
com m ands  as  root:

apt-ge t ins tall gcc 
apt-ge t ins tall libs dl1.2-de v 
apt-ge t ins tall z lib1g-de v 

apt-ge t ins tall libas ound2-de v 
apt-ge t ins tall linux-k e rne l-h e ade rs  
apt-ge t ins tall pk g-config 
apt-ge t ins tall libgnutls -de v 
apt-ge t ins tall libpci-de v

Tak ing th e  late s t k vm -re le as e .tar.gz , you untar 
it and run ./configure  --pre fix=/us r/local/k vm . If 
you alre ady h ave  a patch e d k e rne l, you can 
add --w ith -patch e d-k e rne l to s k ip building th e  
m odule s . Run m ak e  & &  m ak e  ins tall. Th e n 
s im ply m odprobe  k vm -inte l or m odprobe  k vm -
am d. 

Now  cre ate  a dis k  im age  for th e  virtual 
m ach ine  us ing q e m u-im g. Th e  com m and 
/us r/local/k vm /bin/q e m u-im g cre ate  -f q cow  
te s t.im g 4G. Th is  cre ate s  a te s t.im g file  th at is  
4G is  s iz e , s uitable  for our Fe dora Core  11 
te s t ins tallation. To run th e  ins tallation 
proce s s , w e  h ave  dow nloade d Fe dora-11-
x86_ 64.is o and s tore d it in /tm p. So ne xt w e  
run /us r/local/k vm /bin/q e m u-s ys te m -x86_ 64 -
h da te s t.im g -cdrom  /tm p/Fe dora-11-
x86_ 64.is o -boot d  -m  384. H e re  w e  h ave  told 
k vm  to us e  te s t.im g, th e  is o im age  for th e  
virtual cdrom , and to us e  384MB of m e m ory 
for th e  gue s t. KVM doe s  not m ak e  any 
dis tinction be tw e e n x86 and x86-64, s o its  
s afe  to run th e s e  com m ands  on 32-bit x86 
s ys te m s . From  th is  point you w ill ne e d to 
acce s s  th e  virtual gue s t cons ole . Th is  can be  
done  via virtual s e rial cons ole , and a fe w  
oth e r m e ans , but th e  e as ie s t w ay for te s ting is  
to us e  virt-m anage r. Th e  virt-m anage r 
application is  available  in both  Fe dora and 
Ubuntu, and it provide s  a GUI cons ole  into th e  
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virtual gue s t. Sim ply s e le ct th e  running gue s t 
from  th e  lis t in virt-m anage r and it w ill 
conne ct. From  h e re , you can do th e  us ual 
Fe dora ins tallation to your virtual drive . 

Once  th e  ins tallation is  com ple te , s im ply run 
/us r/local/k vm /bin/q e m u-s ys te m -x86_ 64 
te s t.im g -m  384 to s tart th e  virtual gue s t. H e re  
you can SSH  into th e  virtual gue s t or continue  
to us e  virt-m anage r for cons ole  acce s s .

Ins ide  KVM
Linux alre ady h as  a be s t of bre e d s ch e dule r, 
m e m ory m anage m e nt, i/o and ne tw ork  s tack s . 
Rath e r th an re -inve nting th e  w h e e l, KVM 
tak e s  th e  s e ns ible  approach  of building on top 
of th e s e  alre ady s olid and tim e -te s t 
com pone nts  w ith in th e  Linux k e rne l. KVM is  
tigh tly inte grate d into Linux, as  s uch  it can 
utiliz e  a lot of th e  e xis ting fe ature s  and 
capabilitie s . Th e re  are  th re e  k e y fe ature s  th at 
are  w orth  m e ntioning - virtio, DMA binding 
and Virtual CPUs .

Virtio - Fas te r I/O
One  of th e  proble m s  KVM h ad w as  th at its  
ne tw ork  i/o pe rform ance  w as  a s ignificant 
bottle ne ck . To be  pe rfe ctly h one s t, com pare d 
to oth e r platform s , KVMs  pe rform ance  w as  
poor. To s olve  th is  particular proble m , a s e t of 
drive rs  and capabilitie s  w as  adde d to th e  
Linux k e rne l. Th e s e  are  colle ctive ly k now n as  
virtio. Th e s e  ne w  fe ature s  re q uire  a k e rne l 
e q ual to or late r th an 2.6.25 and you m us t 
activate  th e  CONFIG_ VIRTIO_ * options  in th e  
k e rne l configuration. Th e s e  provide  PCI, 
Balloon, Block , and Ne tw ork  de vice  s upport. 
Th e  nice  th ing about Virtio is  on th e  Virtual 
Gue s t k e rne l you can dis able  all oth e r NIC 
and SATA/SCSI drive rs  as  th e y are  no longe r 
ne ce s s ary. To utiliz e  virtio, you s im ple  add 
if=virtio to th e  q e m u com m and line  for dis k , 
and -ne t nic,m ode l=virtio for ne tw ork ing. For 
dis k  re s ource s  you m us t us e  th e  -drive  option. 

DMA binding
One  of th e  ne at th ings  th at KVM s upports  is  
th e  ability to unbind h ardw are  de vice s  
attach e d to th e  H ype rvis or and provide  dire ct 
acce s s  to th e  Virtual gue s t. Th is  e nable s  a 
virtual gue s t th at m aybe  acting as  a fire w all 
be tw e e n tw o ne tw ork s  to dire ctly acce s s  th e  
NICs  be ing us e d, re m oving th e  e xtra I/O 
bottle ne ck  th at you w ould h ave  pas s ing th e  
traffic to and from  th e  H ype rvis or. Th is  is  a 
k e y advantage  ove r H ype rvis or platform s . Th e  
PCI de vice  re m apping options  in th e  k e rne l 
m us t be  e nable d, along w ith  th e  PCI Stub 
drive r for th is  to w ork . Th e  de vice  and ve ndor-
id are  pas s e d into th e  s ys  inte rface  th e n -
pcide vice  along w ith  th e  de vice -id are  pas s e d 
into th e  s tartup com m and for th e  KVM gue s t. 
An upcom ing article  in ope ns ourc3 w ill 
inve s tigate  th is  capability in-de pth .

Virtual CPUs
One  of th e  m os t inte re s ting as pe cts  of KVM is  
h ow  it im ple m e nts  virtual CPUs . Th e  s olution 
us e d by KVM is  to add a gue s t th re ad to th e  
e xis ting us e r and k e rne l th re ad type s . Th e  
virtual cpu is  th e n tre ate d lik e  a native  linux 
th re ad, e nabling th e  m anage m e nt of th at 
virtual cpu to be  h andle d by th e  s ch e dule r jus t 
lik e  oth e r Linux th re ads . Th is  cle ve r de s ign not 
only le ve rage s  th e  pow e rful Linux s ch e dule r 
but ope ns  up a w ide  range  of s trate gie s  
re late d to re s ource  allocation on a KVM bas e d 
H ype rvis or.

Conclus ion
KVM conve rts  Linux into a H ype rvis or by 
adding a virtualiz ation laye r. KVM re q uire s  VT 
e xte ns ions  to e xis t on th e  proce s s or its e lf. A 
s pe cial copy of q e m u is  us e d to m anage  KVM 
virtual gue s ts , and ne w  capabilitie s  as  part of 
Virtio provide s  KVM w ith  com pe titive  
pe rform ance . KVM is  tigh tly inte grate d into th e  
k e rne l, providing a pow e rful and fle xible  
H ype rvis or platform .
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De ploying iSCSI on Linux
iSCSI is  a protocol for e ncaps ulating SCSI com m ands  ove r 

IP Ne tw ork s , e nabling us e rs  to build SANs .

by Joh n Bus w e ll

Th e  iSCSI protocol e ncaps ulate s  SCSI 
com m ands  ove r an IP ne tw ork  and is  an 
e s s e ntial building block  for cre ating IP bas e d 
Storage  Are a Ne tw ork s  or SANs . In an iSCSI 
s olution, th e  clie nts  are  calle d initiators  and 
th e  s e rve r is  calle d a targe t. By s e nding SCSI 
com m ands  ove r th e  IP ne tw ork , it e nable s  
data trans fe rs  ove r local ne tw ork s  and 
m anage m e nt of s torage  s olutions  ove r large  
dis tance s . iSCSI is  a popular te ch nology as  it 
doe s  not re q uire  any s pe cializ e d h ardw are . 
Th e  iSCSI protocol w ork s  ove r traditional IP 
ne tw ork s . iSCSI runs  ove r TCP and utiliz e s  
ports  860 and 3260.

Softw are  vs  H ardw are  s olution
Sim ilar to th e  diffe re nce s  be tw e e n Softw are  
RAID and H ardw are  RAID, iSCSI initiators  
can be  done  in both  s oftw are  or in h ardw are . 
W ith  m ode rn h ardw are  today, s oftw are  bas e d 
iSCSI initiators  are  s ufficie nt for m os t 
applications . H ardw are  initiators  typically 
com e  in th e  form  of TCP offload and re ducing 
th e  ove rh e ad of iSCSI from  th e  CPU. Som e  
Inte l bas e d NICs  provide  s pe cial off-load 
capabilitie s  th at can h e lp im prove  
pe rform ance . Mos t m ode rn NICs  th at s upport 
acce le ration in Linux w ould lik e ly offe r s im ilar 
im prove m e nt to th e  iSCSI protocol.

Sim ple  Ne tw ork
For th e  purpos e  of th is  article  w e  w ill utiliz e  a 
s im ple  ne tw ork , th e  iSCSI clie nt w ill be  on 
10.19 .12.15 and th e  iSCSI s e rve r w ill be  on 
10.19 .12.25. 

iSCSI Ente rpris e  Targe t
Th is  proje ct is  a fork  of th e  Ardis  targe t 
im ple m e ntation, adding SMP, Linux 2.6, iSNS, 
Dynam ic configuration and 64-bit arch ite cture  
s upport. You can dow nload it from  
h ttp://is cs itarge t.s ource forge .ne t or by running 
apt-ge t ins tall is cs itarge t. Som e  configuration 
is  re q uire d as  w e ll as  s e tting up th e  logical 
s torage . Logical s torage  can be  a varie ty of 
native  s torage  s olutions  from  LVM logical 
volum e s , im age  file s , ph ys ical drive s  s uch  as  
/de v/s da, partitions  s uch  as  /de v/s db2 or 
s oftw are  raid de vice s  s uch  as  /de v/m d0. 

Configuring th e  iSCSI Targe t
Th e  iSCSI targe t re q uire s  th re e  configuration 
file s  to be  m odifie d. Th e s e  are  
/e tc/de fault/is cs itarge t, /e tc/ie td.conf and 
/e tc/initiators .allow . If you are  fam iliar w ith  
NFS, initiators .allow  is  a bit lik e  /e tc/e xports , 
de fining a targe t de vice  and w h at can acce s s  
it. Th e  ie td.conf file  provide s  bas ic targe t 
configuration and is cs itarge t doe s  s om e  
s ys te m  le ve l configuration. e ch o 
"ISCSITARGETENABLE=true " > 
/e tc/de fault/is cs itarge t. Th e n cre ate  ie td.conf 
as  follow s :

Targe t iq n.2009 -08.org.ope ns ourc3:te s t.lun1
        Incom ingUs e r th e us e r th e pas s w ord
        OutgoingUs e r
        Lun 0 Path =/de v/vg0/te s t_ lun1,Type =file io
        Alias  TEST
        MaxConne ctions   2

Th e  targe t is  an iSCSI Qualifie d Nam e . Th e  
form at is  iq n.YYYY-MM.<re ve rs e -



dom ain>:[ide ntifie r]. W h e re  YYYY-MM is  th e  
date  from  w h ich  th e  iSCSI targe t is  valid, 
<re ve rs e -dom ain> is  th e  re ve rs e  dom ain 
nam e , for e xam ple  ope ns ourc3.org be com e s  
org.ope ns ourc3. Th e  ide ntifie r can be  
w h ate ve r you w ant. Th e  LUN option s pe cifie s  
th e  path  to th e  actual s torage  m e dium  be ing 
us e d.

Finally w e  configure  initiators .allow , e ch o 
"iq n.2009 -08.org.ope ns ourc3:te s t.lun1 
10.19 .12.15" > /e tc/initiators .allow . If it doe s n't 
alre ady e xis t w e  us e  lvcre ate  -L5G -n 
te s t_ lun1 vg0 to cre ate  th e  LVM de vice . Th is  
w ill cre ate  te s t_ lun1 on a Volum e  group calle d 
vg0. Start up th e  targe t w ith  
/e tc/init.d/is cs itarge t s tart. Re m e m be r to 
ins pe ct th e  iptable s  rule s  to m ak e  s ure  th at 
tcp/860 and tcp/3260 are  acce s s ible  to th e  
initiator on th e  targe t.

Ope n-iSCSI
Th e  Ope n-iSCSI proje ct provide s  th e  initiator 
for Linux. Th e re  are  a num be r of iSCSI 
initiators  available  but th e  Ope n-iSCSI proje ct 
s e e m s  to provide  th e  be s t s olution in te rm s  of 
com ple te ne s s  and s tability. Th e  proje ct can be  
dow nloade d from  h ttp://w w w .ope n-is cs i.org or 
in Ubuntu by running apt-ge t ins tall ope n-is cs i. 
Th e  ope n-is cs i initiator h as  a configuration file  
locate d in /e tc/is cs i/is cs id.conf. Look  for th e  
line  node .s tartup and ch ange  its  s e tting to 
autom atic. It s h ould look  as  follow s :

node .s tartup = autom atic

Start th e  initiator w ith  /e tc/init.d/ope n-is cs i 
re s tart. Now  w e  utiliz e  th e  is cs iadm  com m and 
to trigge r a conne ction to th e  iSCSI targe t. To 
do s o w e  us e , is cs iadm  -m  dis cove ry -t s t -p 
10.19 .12.25. Th is  com m and w ill produce  
10.19 .12.25:3260,1 iq n.2009 -
08.org.ope ns ourc3:te s t.lun1. 

Auth e ntication and Configuration
Th e  configuration file  for th e  targe t is  s tore d in 
/e tc/is cs i/node s /iq n.2009 -
08.org.ope ns ourc3:te s t.lun1/10.19 .12.25,3260,
1/de fault. Th e  follow ing com m ands  w ill e nable  
it to be  configure d:

is cs iadm  -m  node

is cs iadm  -m  node  --targe tnam e  "iq n.2009 -
08.org.ope ns ourc3:te s t.lun1" --portal 
"10.19 .12.25:3260" --op=update  --nam e  
node .s e s s ion.auth .auth m e th od --value =CH AP

is cs iadm  -m  node  --targe tnam e  "iq n.2009 -
08.org.ope ns ourc3:te s t.lun1" --portal 
"10.19 .12.25:3260" --op=update  --nam e  
node .s e s s ion.auth .us e rnam e  --value =th e us e r

is cs iadm  -m  node  --targe tnam e  "iq n.2009 -
08.org.ope ns ourc3:te s t.lun1" --portal 
"10.19 .12.25:3260" --op=update  --nam e  
node .s e s s ion.auth .pas s w ord --
value =th e pas s w ord

Sim ply re s tart th e  initiator to login w ith  
/e tc/init.d/ope n-is cs i re s tart.

Us ing th e  iSCSI dis k
Th e  iSCSI dis k  w ill be  available  as  th e  ne xt 
available  s cs i de vice , typically /de v/s db or 
/de v/s dc if you alre ady h ave  one  or tw o SCSI 
type  drive s  in your m ach ine . Ke e p in m ind th at 
SATA drive s  are  tre ate d as  SCSI de vice s  in 
Linux. Once  you h ave  found th e  ne w  drive  
(dm e s g is  a good option), s im ply run fdis k  and 
partition th e  drive  as  you w ould a ph ys ical 
drive . Th e n form at it w ith  th e  de s ire d 
file s ys te m  as  you w ould a ph ys ical drive .
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Sys te m  Configuration w ith  Puppe t
Puppe t is  a fram e w ork  for autom ating th e  de ploym e nt of 

applications  s uch  as  nginx.

by Juan Le aniz

Puppe t is  an Ope n Source  fram e w ork  th at it 
allow s  you to autom ate  tas k s  s uch  as  adding 
us e rs ,ins talling s oftw are  or e ve n updating 
s ys te m  configurations  re gardle s s  of th e  
ope rating s ys te m  you are  running, it tak e s  
ge ne ric ins tructions  from  a configuration file  
and pe rform s  th e  tas k  prope rly, according to 
th e  ope rating s ys te m  it finds . H ow  doe s  
Puppe t do th is ? Sim ple , it us e s  Facte r, a
s ys te m  as s ay tool. Facte r cre ate s  a profile  
bas e d on th e  s ys te m  and s e ts  a num be r of 
variable s  th at puppe t can us e  to ide ntify th e  
s ys te m 's  com pone nts . Puppe t us e s  a s e rve r 
and a clie nt for dis tributing configurations , s o 
all you ne e d is  a "Puppe t m as te r", and clie nts .

Advantage s  of us ing Puppe t
Sys te m  adm inis tration can be  a com plicate d 
job if you h ave  to adm inis te r 100 s e rve rs , e ach  
one  running ve ry s pe cific configurations . 
H e re 's  w h e re  Puppe t com e s  in, and provide s  
us  w ith  a de clarative  language  to e xpre s s  
s ys te m  configurations , and th e  pos s ibility to 
update  N num be r of s e rve rs  autom atically by 
m odifying one  s ingle  file .

Th e  language  h as  th e  follow ing fe ature s :

    • A w ide  num be r of Re s ource  type s  to us e  
      (file , us e r, e xe c, s e rvice , e tc).
    • Clas s e s  and inh e ritance
    • Configuration file s  te m plate s
    • Variable s  and arrays
    • Conditional ope rators  ( if/e ls e , cas e  
      s tate m e nts  )
    • Functions
    • Dynam is m

As  you can s e e  it's  a rich  language  w h ich  
allow s  us  to do ne arly e ve ryth ing you can 
th ink  of. 

Puppe t com m and line  tools  and dae m ons
Puppe t com e s  w ith  a fe w  com m and line  tools  
th at h e lp us  run Puppe t m anife s ts  m anually, 
s ign our ow n SSL ce rtificate s , re ad 
docum e ntation and run th e  dae m ons .

puppe t: Th is  tool runs  s ite  m anife s t s cripts  
locally, it pars e s  and e valuate s  th e m

puppe tm as te rd: Th is  dae m on runs  on th e  
h os t(s ) th at dis tribute  th e  configuration file s  to 
th e  clie nts

puppe td: Puppe td is  th e  clie nt dae m on w h ich  
runs  on e ve ry puppe t clie nt. It com m unicate s  
w ith  th e  h os t(s ) running puppe tm as te rd to ge t 
th e  configuration file s . It re q ue s ts  a s pe cific 
s ite  m anife s t and runs  it locally

puppe tca: Th e  SSL CA s e rve r us e d to 
re ce ive  ce rtificate s  re q ue s ts  from  puppe t 
clie nts . All puppe t h os ts  are  re q uire d to h ave  
th e ir SSL ce rtificate s  s igne d by th e  puppe t 
m as te r s e rve r be fore  th e y can be  
auth e nticate d to re trie ve  s ite  m anife s ts
         
puppe tdoc: Th is  is  th e  com m and line  tool for 
printing library re fe re nce  docum e ntation.

puppe trun: Com m and line  tool for m anually 
trigge ring Puppe t configuration runs .



Introduction to th e  Puppe t Language

Re s ource s
Re s ource s  are  built from  a type , title  and a lis t 
of attribute s , and e ach  re s ource  type  h as  its  
ve ry ow n s e t of attribute s .
For e xam ple  th e  File  re s ource  type  h as  th e  
follow ing attribute s : ow ne r, group, m ode . By 
s e tting th e s e  attribute s  w e  de fine  w h at 
pe rm is s ions  and ow ne r w e  w ant th e  file  to 
h ave . An e xam ple  w ould be :

file  { "/e tc/s h adow ":
      ow ne r => root,
      group => root,
      m ode  => 400,
}

Th e  file  ow ne r w ill be  th e  us e r “root” w ith  
group “root” and pe rm is s ions  400. Th e  m os t 
com m on re s ource  type s  are : File , Us e r, Exe c, 
Pack age , Se rvice . Th e re  is  a com ple te  lis t of 
re s ource  type s  at 
h ttp://re ductive labs .com /trac/puppe t/w ik i/Type
Re fe re nce

Clas s e s
Clas s e s  are  de fine d us ing th e  clas s  k e yw ord 
and as  in oth e r language s  th e y are  w rappe d in 
curly brace s  { }. Us ually, s e rvice s  are  de fine d 
w ith in clas s e s  w h e re  th e  pack age s , 
configuration file s  and re q uire d s e rvice s  w ill 
als o be  include d.

     1. clas s  unix {
     2.           file  {
     3.                  “/e tc/s h adow ”:
     4.                         ow ne r => “root”,
     5.                         group => “root”,
     6.                         m ode  => 400;
     7.           }
     8. }

In line  1 w e  de fine  th e  nam e  for our ne w  clas s  

to be  “unix”. Line s  2 th rough  7 s e t th e  
attribute s  for our file  “/e tc/s h adow ”.

Inh e ritance
W e  can inh e rit from  a pare nt clas s  in cas e  w e  
ne e d to cre ate  a s ub-clas s .

     1. clas s  fre e bs d inh e rits  unix {
     2.         File ["/e tc/s h adow "] { group => 
          w h e e l }
     3. }

In th e  firs t line  w e  de fine  th e  nam e  for our ne w  
clas s  lik e  w e  did be fore  but th is  tim e  w e  add 
th e  inh e rits  k e yw ord and th e  nam e  of th e  
clas s  to inh e rit from . Our “fre e bs d” clas s  w ill 
inh e rit th e  File  w e  de fine d in th e  “unix” clas s . 
In line  2 w e  ch ange  one  of th e  attribute s  for 
“/e tc/s h adow ” th at applie s  s pe cifically to 
“fre e bs d” s ys te m s .

De finitions
De finitions  are  s im ilar to clas s e s  e xce pt th at 
th e y s upport argum e nts  but not inh e ritance .

     1. de fine  lis t_ dir($path ) {
     2.           e xe c { “/bin/ls  -l $path ”:
     3.                  unle s s  => “/bin/te s t -d $path ”,
     4.           }
     5. }
     6. lis t_ dir { puppe t: path  => “/s om e /dir” }

In line  1 w e  nam e  our de finition “lis t_ dir” and 
give  it 1 argum e nt “$path ” w h ich  w e  w ill s e t 
w h e n w e  us e  th e  de finition. In line  2 w e  
introduce  a ne w  Re s ource  type  calle d “Exe c”, 
it allow s  us  to e xe cute  e xte rnal com m ands  
from  Puppe t. Th e  unle s s  k e yw ords  w ill ch e ck  
if $path  e xis ts  us ing th e  unix tool /bin/te s t and 
if it doe s n't e xis t it w on't e xe cute  our e xte rnal 
com m and. De finitions  are  ve ry us e ful if w e  
w ante d to do s om e th ing lik e  dow nloading our 
ow n ve rs ion of nginx, unpack ing it and 
com piling it from  th e  s ource , w h e re  w e  w ould 
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us e  th e  Exe c re s ource  a lot.

Module s
Th ink  of a s ituation w h e re  w e  h ave  a 
colle ction of clas s e s , de finitions  and 
re s ource s  s o w e  w ant to put th e m  all toge th e r 
and us e  th e m  w h e n w e  ne e d to, th at is  w h e n 
Module s  be com e  us e ful. For e xam ple , a 
m odule  m ay contain all th e  ne ce s s ary 
re s ource s  to configure  a ce rtain s e rvice ,
w h e ne ve r w e  ne e d to us e  th at s e rvice  w e  can 
jus t im port our m odule .

Node s
Node s  look  lik e  clas s e s  a lot, th e y e ve n 
s upport inh e ritance , but th e  diffe re nce  is  th at 
w h e n a node  conne cts  to th e  Puppe t m as te r 
dae m on it w ill look  up it's  nam e  in th e  node  
de finitions  and th at s pe cific node  de finition w ill 
be  e valuate d.

     1. node  de fault {
     2.                $node _ nam e  = "te s ting"
     3.                include  nginx
     4. }

Line  1 de fine s  our node  w ith  no s pe cific 
nam e , jus t a de fault one  th at w ill be  us e d for 
e ve ry node . Line  2 de fine s  a variable  w h ich  is  
us e d in th e  nginx clas s  th at w e  include  in line  
3. By including a clas s  from  a node  de finition 
w e  te ll Puppe t to e valuate  th at clas s  for th is  
s pe cific node .

De ploying nginx us ing Puppe t
In th is  article  i w ill focus  on de ploying a w e b 
s e rve r us ing nginx and Puppe t. Th is  s am e
configuration could be  us e d to de ploy as  
m any ins tance s  of nginx as  you ne e d on any 
num be r of diffe re nt s e rve rs . Nginx is  an ope n 
s ource  H TTP s e rve r w ith  proxy capabilitie s , 
ve ry s table , s e cure  and s calable . If you w ant 
to re ad m ore  about nginx ch e ck  out 
h ttp://w w w .nginx.ne t

Ins talling Puppe t us ing pack age  m anage rs
Le t's  ge t dow n to bus ine s s  and s tart by 
ins talling Puppe t and Puppe t-s e rve r. Firs t w e  
w ill ne e d to e nable  EPEL pack age s  on 
Ce ntOS or RH EL s ys te m s :

s u -c 'rpm  -Uvh  
h ttp://dow nload.fe dora.re dh at.com /pub/e pe l/5/i
386/e pe l-re le as e -5-3.noarch .rpm '

Th at w ill e nable  us  to s im ply ins tall Puppe t 
us ing RPMs :

yum  ins tall puppe t-s e rve r puppe t

On de bian bas e d s ys te m s  you w ould run:

apt-ge t ins tall puppe t puppe t-s e rve r

It m ay ins tall a fe w  ne e de d de pe nde ncie s  as  
w e ll (e g: Ruby, facte r).

Ins talling Puppe t from  s ource
Be fore  ins talling Puppe t from  th e  s ource  code  
you w ill ne e d to m ak e  s ure  you h ave  Ruby on 
your s ys te m . Puppe t h as  th e  follow ing 
re q uire m e nts  to be  com pile d from  s ource :

    • Ruby 1.8.2 or late r
    • Git (if you w ant to ch e ck  out th e  s ource  
       ins te ad of dow nloading a tar.gz  file )
    • Facte r
    
Run th e  follow ing com m ands :

SETUP_ DIR=~ /git
m k dir -p $SETUP_ DIR
cd $SETUP_ DIR
git clone  git://gith ub.com /re ductive labs /facte r
git clone  git://re ductive labs .com /puppe t

Th e s e  com m ands  w ill cre ate  a ne w  dire ctory 
for our s e tup, and ch e ck out th e  late s t s ource  
for Puppe t and Facte r us ing th e  git 
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re pos itorie s . Afte r th at, w e  h ave  to te ll Ruby 
h ow  to find Puppe t:

PATH =$PATH :$SETUP_ DIR/facte r/bin:$SETU
P_ DIR/puppe t/bin

RUBYLIB=$SETUP_ DIR/facte r/lib:$SETUP_ DI
R/puppe t/lib

e xport PATH  RUBYLIB

Finally, w e  can run Puppe t's  ins tall s cript:
./ins tall.rb

Configuring Puppe t
To configure  our Puppe t e nvironm e nt w e  w ill 
ne e d to m odify a fe w  file s . Nam e ly s ite .pp,
puppe t.conf and nginx.e rb. Th e  firs t one  is  our 
puppe t m anife s t and it contains  one  clas s  for 
nginx and our node s ' inform ation. Nginx.e rb is  
a te m plate  for nginx's  configuration file  
nginx.conf. Ope n /e tc/puppe t/puppe t.conf w ith  
your favourite  te xt e ditor and add th e  follow ing:

[puppe tm as te rd]
             ce rtnam e  = puppe t

"puppe t" w ill be  your puppe t m as te r's  FQDN, 
s o m ak e  s ure  you s e t th at righ t or Puppe t w ill
com plain about it. W e  ne e d to m ak e  s ure  w e  
put our te m plate  file  in th e  righ t dire ctory, run 
th e  follow ing com m and to find out w h e re  your 
te m plate  dire ctory is :

puppe t --configprint te m plate dir

Th e n if it doe s n't e xis t:

m k dir /var/lib/puppe t/te m plate s

Start puppe tm as te r:
/e tc/init.d/puppe tm as te r s tart

Now  th at puppe tm as te r is  up w e  can go on 

and e dit our m anife s t file  and te m plate .

Nginx de ploym e nt us ing Puppe t
Clas s e s  and Te m plate s

Puppe t w ill re ad /e tc/puppe t/m anife s ts /s ite .pp 
as  th e  de fault file  containing our configuration.
Ope n /e tc/puppe t/m anife s ts /s ite .pp and pas te  
th e  follow ing data:

    1. clas s  nginx {
    2.
    3.        $rootdir = "/var/w w w /h tm l"
     4.
     5.      pack age  { "nginx":
     6.                  e ns ure  => ins talle d;
     7.      }
     8.
     9 .      file  { "/e tc/nginx/nginx.conf":
     10.                   ow ne r => root,
     11.                   group => root,
     12.                   m ode  => 644,
     13.                   conte nt =>         

te m plate ("nginx.e rb"),
     14.            }
     15.
     16.            us e r { "nginx":
     17.                   e ns ure  => pre s e nt,
     18.            }
     19 .
     20.              s e rvice  {
     21.                   "nginx":
     22.                         e ns ure  => running,
     23.                         e nable  => true ,
     24.                         h as re s tart => true ,
     25.                         h as s tatus  => fals e ,
     26.                         re q uire  => 

Pack age ["nginx"],
     27.                         s ubs cribe  => 

File ["/e tc/nginx/nginx.conf"];
     28.              }
     29 .        }
     30.
     31.        node  de fault {

25  |   Augus t 2009           h ttp://w w w .ope ns ourc3.org

Com pute  | SYSTEM CONFIGURATION W ITH  PUPPET



     32.                   $node _ nam e  = "te s ting"
     33.                   include  nginx
     34.        }

By now  you s h ould be  fam iliar w ith  m os t of th e  
re s ource  type s  in th is  m anife s t. H ow e ve r th e re  
are  a fe w  ne w  th ings  th at I didn't dis cus s  
be fore . In line s  5 th rough  7 w e  de fine  a 
Pack age  re s ource  calle d nginx and s e t th e  
e ns ure  attribute  to ins talle d. Th is  m e ans  th at 
w h e n w e  run th is  m anife s t it w ill m ak e  s ure  th e  
“nginx” pack age  is  ins talle d on th e  s ys te m  
be fore  im ple m e nting th e  configuration file .
Line s  16-18 introduce  th e  Us e r re s ource , w e  
us e  th is  re s ource  to e ns ure  th at th e  nginx us e r 
e xis ts  on th e  s ys te m . Since  our s ite  m anife s t 
is  re ady w e  can continue  by cre ating our 
te m plate  for nginx's  configuration
file  in /var/lib/puppe t/te m plate s /nginx.e rb 
w h ich  is  lis te d on page  27.

Th is  is  s im ply a te m plate  for an nginx 
configuration file  to s e rve r s tatic conte nt ove r 
H TTP. You w ill notice  in line s  27, 30 and 35 
th e  <% = and % > s ym bols . W h at w e  do h e re  is  
add th e  variable  nam e s  w e  de fine d in our 
nginx clas s , th e s e  variable  nam e s  w ill be  
re place d w h e n th e  puppe t clie nt
e xe cute s  th e  m anife s t file  w ith  th e  actual root 
dire ctory and s e rve r nam e  for our node .

De ploying th e  configuration
On th e  s e rve rs  w e  w ant to de ploy nginx w e  
run puppe td s o it can conne ct to our puppe t 
m as te r s e rve r and de ploy.

/us r/s bin/puppe td --s e rve r puppe t --w aitforce rt 
60 --s s ldir /var/lib/puppe t/s s l

As  I e xplaine d be fore  w h e n I com m e nte d on 
th e  com m and line  tools , w e  ne e d to m ak e  
s ure  our clie nt's  SSL ce rtificate  is  s igne d by 
th e  puppe t m as te r s e rve r, s o on our m as te r 
s e rve r w e  run:

puppe tca --lis t

You w ill s e e  a lis t of ce rtificate s  you ne e d to 
s ign w ith :

puppe tca --s ign <s e rve r-nam e >

If e ve ryth ing w ork e d as  it s h ould h ave , you 
now  h ave  a w ork ing nginx s e tup on your 
puppe t clie nt's  box.

Conclus ion
Us ing Puppe t w ill s ave  a lot of pe ople  ple nty 
of tim e  de aling w ith  configuration file s  and 
s ys te m  back ups , th is  m e th od can als o be  
us e d to de ploy configurations  on a num be r of 
e nvironm e nts , for ins tance , w e  could de ploy 
any am ount of nginx ins tance s  on diffe re nt 
virtual s e rve rs  ins tantly. Th is  tool is  a m us t for 
any s e rious  IT profe s s ional w h o ne e ds  to 
h andle  a cons ide rable  q uantity of s e rve rs .

About th e  Auth or
Juan Le aniz  is  an e xpe rie nce d Linux 
profe s s ional bas e d out of Monte vide o, 
Uruguay. Juan is  curre ntly th e  CIO for Carbon 
Mountain LLC. 
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Code  Lis ting: nginx.e rb

     1. us e r nginx nginx;
     2. w ork e r_ proce s s e s  4;
     3.
     4. e rror_ log logs /e rror.log;
     5. pid             logs /nginx.pid;
     6.
     7. e ve nts  {
     8.      w ork e r_ conne ctions  1024;
     9 . }
     10.
     11.        h ttp {
     12.                include            m im e .type s ;
     13.                de fault_ type  application/octe t-s tre am ;
     14.
    15.                 log_ form at m ain '$re m ote _ addr - $re m ote _ us e r [$tim e _ local] $re q ue s t '
    16.                                         '"$s tatus " $body_ byte s _ s e nt "$h ttp_ re fe re r" '
    17.                                         '"$h ttp_ us e r_ age nt" "$h ttp_ x_ forw arde d_ for"';
    18.
    19 .                 acce s s _ log logs /acce s s .log m ain;
    20.                 s e rve r_ nam e s _ h as h _ buck e t_ s iz e  128;
    21.                 s e ndfile                on;
    22.                 tcp_ nopus h             on;
    23.                 k e e palive _ tim e out 65;
    24.
    25.                 s e rve r {
    26.                       lis te n 80;
    27.                       s e rve r_ nam e  <% = node _ nam e  % > w w w .<% = node _ nam e  % >;
    28.
    29 .                       location / {
    30.                                 root <% = rootdir % >;
    31.                                 inde x inde x.h tm  inde x.h tm l
    32.                       }
    33.
    34.                       location ~ * .̂+ \.(jpg|jpe g|gif|png|ico|cs s |z ip|tgz |gz |
         rar|bz 2|doc|xls |e xe |pdf|ppt|txt|tar|m id|m idi|w av|bm p|rtf|js |m ov)$ {
    35.                                 root <% = rootdir % >;
    36.                       }
    37.         }
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Ne tw ork  | BUILDING IP NETW ORKS

Las t m onth  I atte nde d a VMw are  s e curity 
pre s e ntation ran by a re putable  training 
com pany. To m y s urpris e  th e  pre s e nte r w as  
de m ons trating h ow  to pe rform  an ARP-cach e  
pois oning attack  agains t VMw are  ESX. I 
as k e d th e m  w h y th e y w e re  de m ons trating 
s uch  an attack  as  bas ic VLANs  w ould guard 
agains t th e  s pe cific attack  th e y w e re  
de m ons trating. To m y s urpris e , h e  e xplaine d 
th at th e  m ajority of IT m anage rs  th at atte nd 
th e ir cours e s  h ave  large  flat ne tw ork  
s e gm e nts . Trying to build a Unifie d Com puting 
or Cloud Com puting e nvironm e nt on top of 
s uch  ne tw ork s  is  jus t as k ing for trouble . So 
th is  article  is  inte nde d as  a pre paration guide  
for Ne tw ork  Adm inis trators .

VLANs
Virtual LANs  are  logical broadcas t dom ains , 
or ne tw ork  s e gm e nts . Broadcas t traffic w ith in 
a VLAN is  de live re d to th e  m e m be rs  of th at 
VLAN as  if th e y w e re  conne cte d on a 
de dicate d ne tw ork  s e gm e nt, s uch  as  via a h ub 
or s w itch . Th e  be s t practice  is  to as s ign one  
VLAN pe r IP s ubne t, and as s ign one  IP 
s ubne t to a logical group. A logical group 
m igh t be  th e  s e rve r ne tw ork , th e  w ifi ne tw ork , 
th e  s ale s  de partm e nt or th e  e ngine e ring 
de partm e nt. 

Laye r 3 s w itch ing and route rs
Laye r 3 s w itch e s  or route rs  can be  us e d to 
route  traffic be tw e e n IP s ubne ts  is olate d by 
s e parate  VLANs . A com m on m is tak e  m ade  by 
Ne tw ork  Adm inis trators  is  th at afte r configure  
th e  VLANs  and th e  IP ne tw ork s  th e y cannot 
pas s  traffic be tw e e n th e m . In orde r for traffic 

to pas s  be tw e e n IP ne tw ork s , th e y h ave  to be  
route d. Th is  m e ans  th e  route r or Laye r 3 
s w itch  h as  to h ave  an inte rface  in VLAN X and 
an inte rface  in VLAN Y. Th e  clie nts  on VLAN 
X m us t h ave  th e  laye r 3 s w itch  or route r's  IP 
configure d as  th e  de fault gate w ay. For 
e xam ple , 19 2.168.10.0/24 on VLAN 123 and 
172.30.10.0/24 on VLAN 300. If th e  route r is  
configure d as  19 2.168.10.1 and 172.30.10.1. 
Clie nts  on VLAN 123 w ill route  traffic for 
172.30.10.0/24 to th e  gate w ay w h ich  w ill 
forw ard th e  traffic out to VLAN 300. Th e  
clie nts  in VLAN 300 m us t h ave  a re turn path  
(th e  de fault gate w ay of 172.30.10.1) in orde r to 
s e nd back  a re s pons e .

802.1Q
VLAN Tagging or 802.1Q adds  a VLAN tag to 
th e  Eth e rne t fram e  h e ade r be tw e e n th e  
Source  MAC Addre s s  and th e  Eth e rType  s iz e . 
Th is  VLAN tag contains  inform ation tagging 
th at particular Eth e rne t fram e  to a s pe cific 
VLAN. In a Unifie d Com puting or Virtualiz e d 
e nvironm e nt w h e re  th e  virtual gue s ts  m ay 
be long to diffe re nt VLANs , th e  802.1Q VLAN 
tagging allow s  a s ingle  link  be tw e e n a s w itch  
and th e  H ype rvis or to be  s h are d for m ultiple  
VLANs . Th e  s w itch  w ill add th e  802.1Q tag to 
th e  fram e , and w h e n it arrive s  at th e  
H ype rvis or, it w ill proce s s  it utiliz ing th e  
corre ct VLAN as s ociation. Th is  ne tw ork  
is olation is  los t on a flat Eth e rne t s e gm e nt.

Conclus ion
Flat e th e rne t s e gm e nts  le ad to ne tw ork  
pe rform ance  proble m s , incre as e d s e curity 
ris k s  and m e s s y ne tw ork s . So us e  VLANs !
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